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NATURE OF THE CASE
Defendant, Bethany Austin, was charged with non-consensual
dissemination of private sexual images under 720 ILCS 5/11-23.5 (also known
as the “revenge porn” statute). C13.1 The indictment alleged that defendant
intentionally disseminated an image of another person, Elizabeth
Dreher, a person at least eighteen (18) years of age, who was
identifiable from the image and whose intimate parts were
exposed in the image, and . . . defendant obtained the image under
circumstances in which a reasonable person would know or
understand that the image was to remain private, and knew or
should have known that Elizabeth Dreher had not consented to
the dissemination.
Id.
Defendant filed a motion to dismiss, alleging that 720 ILCS 5/11-23.5
violates (1) due process under the Fourteenth Amendment of the United
States Constitution and the Illinois Constitution because it lacks an adequate
mens rea, (2) freedom of speech under the First Amendment of the United
States Constitution and Article I, Section 4 of the Illinois Constitution, and
(3) equal protection under the Fourteenth Amendment of the United States
Constitution because it treats individuals differently than certain
telecommunications entities. C54-85. The Circuit Court of McHenry County
held that 720 ILCS 5/11-23.5 does not violate due process, C136, or equal

“C_” denotes the common law record; “R_” denotes the report of
proceedings.
1
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protection principles, C138, but that the statute is “an unconstitutional
content-based restriction on speech.” C157. The People appealed directly to
this Court. C159-160.
ISSUE PRESENTED
Whether prohibiting the public dissemination of private sexual images,
which the defendant knew or should have known were intended to remain
private, violates the First Amendment to the United States Constitution, and
Article I, Section 4 of the Illinois Constitution.
JURISDICTION
The People filed a timely notice of appeal from the circuit court’s
judgment declaring an Illinois statute unconstitutional. Accordingly, this
Court has jurisdiction pursuant to Supreme Court Rules 302, 603, and
612(b).
STATUTORY PROVISIONS INVOLVED
In relevant part, the Criminal Code at the time of defendants’ crimes
provided as follows:
§ 11-23.5. Non-consensual dissemination of private sexual images.
(a) Definitions. For the purposes of this Section:
“Computer”, “computer program”, and “data” have the meanings
ascribed to them in Section 17-0.5 of this Code.
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“Image” includes a photograph, film, videotape, digital recording,
or other depiction or portrayal of an object, including a human
body.
“Intimate parts” means the fully unclothed, partially unclothed
or transparently clothed genitals, pubic area, anus, or if the
person is female, a partially or fully exposed nipple, including
exposure through transparent clothing.
“Sexual act” means sexual penetration, masturbation, or sexual
activity.
“Sexual activity” means any:
(1)

(2)

(3)
(4)
(5)
(b)

knowing touching or fondling by the victim or
another person or animal, either directly or through
clothing, of the sex organs, anus, or breast of the
victim or another person or animal for the purpose
of sexual gratification or arousal; or
any transfer or transmission of semen upon any part
of the clothed or unclothed body of the victim, for the
purpose of sexual gratification or arousal of the
victim or another; or
an act of urination within a sexual context; or
any bondage, fetter, or sadism masochism; or
sadomasochism abuse in any sexual context.

A person commits non-consensual dissemination of private
sexual images when he or she:
(1)

intentionally disseminates an image of another
person:
(A)
who is at least 18 years of age; and
(B)
who is identifiable from the image itself or
information displayed in connection with the
image; and
(C)
who is engaged in a sexual act or whose
intimate parts are exposed, in whole or in
part; and
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(2)
(3)
(c)

The following activities are exempt from the provisions of
this Section:
(1)

(2)

(3)

(4)

(d)

obtains the image under circumstances in which a
reasonable person would know or understand that
the image was to remain private; and
knows or should have known that the person in the
image has not consented to the dissemination.

The intentional dissemination of an image of
another identifiable person who is engaged in a
sexual act or whose intimate parts are exposed when
the dissemination is made for the purpose of a
criminal investigation that is otherwise lawful.
The intentional dissemination of an image of
another identifiable person who is engaged in a
sexual act or whose intimate parts are exposed when
the dissemination is for the purpose of, or in
connection with, the reporting of unlawful conduct.
The intentional dissemination of an image of
another identifiable person who is engaged in a
sexual act or whose intimate parts are exposed when
the images involve voluntary exposure in public or
commercial settings.
The intentional dissemination of an image of
another identifiable person who is engaged in a
sexual act or whose intimate parts are exposed when
the dissemination serves a lawful public purpose.

Nothing in this Section shall be construed to impose
liability upon the following entities solely as a result of
content or information provided by another person:
(1)
(2)
(3)

an interactive computer service, as defined in 47
U.S.C. 230(f)(2);
a provider of public mobile services or private radio
services, as defined in Section 13-214 of the Public
Utilities Act; or
a telecommunications network or broadband
provider.
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(e)

A person convicted under this Section is subject to the
forfeiture provisions in Article 124B of the Code of
Criminal Procedure of 1963.

(f)

Sentence. Non-consensual dissemination of private sexual
images is a Class 4 felony.

720 ILCS 5/11-23.5 (West 2015).

STATEMENT OF FACTS
After a seven-year relationship, defendant and her boyfriend,
Matthew, were engaged to be married, when defendant learned of Matthew’s
infidelity with a woman named Elizabeth. C129.2 Because defendant and
Matthew shared an Apple iCloud account, all text messages sent to or from
Matthew’s iPhone also appeared on defendant’s iPad. One day, a series of
text messages between Elizabeth and Matthew appeared on defendant’s iPad.
Id. The messages included nude photos of Elizabeth. Id. The engagement
was called off, and, a few months later, the couple split. C130. Matthew
began “telling everyone they split because [defendant] was crazy and no
longer cooked or did chores.” Id. Defendant then sent a letter to an unknown
number of recipients and attached four nude photos of Elizabeth. Id. Among

The details of this factual account come from defendant’s motion in the
circuit court.
2
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the recipients was Matthew’s cousin, who informed Matthew about the letter.
Matthew reported the letter and photos to police, who then charged
defendant with non-consensual dissemination of private sexual images. Id.
Defendant filed a motion to dismiss, arguing that the statute violates
due process, equal protection, and the free speech provisions of the First
Amendment to the United States Constitution and Article I, Section 4 of the
Illinois Constitution. C54-85. The circuit court rejected the due process and
equal protection arguments, but found the statute unconstitutional on free
speech grounds. C136, 138, 157. Specifically, the circuit court found that the
statute restricted speech, C139, based on its content, C140; that the targeted
speech is protected by the First Amendment, C148; and that the statute could
not survive strict scrutiny, C156, because the State offered “no compelling
justification for the . . . statute,” C152, and, in any event, the statute is not
narrowly tailored to the State’s justification, C156.
ARGUMENT
The circuit court’s judgment should be reversed on one of two bases.
First, to the extent that the dissemination of private sexual images raises
First Amendment concerns, those concerns must be balanced against the
victim’s privacy interest. Here, the balance struck by the statute is
constitutional because, like the tort of publication of private information, the
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statute applies only to private information that is not of legitimate public
concern. Second, even applying strict scrutiny, the statute is constitutional
because it is narrowly tailored to serve a compelling government interest.
I.

First Amendment Principles and Standard of Review
The First Amendment to the United States Constitution, applicable to

the states through the Fourteenth Amendment, provides that “Congress shall
make no law . . . abridging the freedom of speech.” U.S. Const. amend. I;
Thornhill v. Alabama, 310 U.S. 88, 95 (1940). Content-based regulations are
presumptively invalid. R.A.V. v. City of St. Paul, 505 U.S. 377, 382 (1992).
But that proscription is not absolute: the Court has long recognized that
States may regulate certain categories of speech. Virginia v. Black, 538 U.S.
343, 358 (2003). Regulations directed at speech falling outside of those
categories are constitutional only if they are narrowly tailored to serve a
compelling government interest. R.A.V., 505 U.S. at 395.
The overbreadth doctrine “permits the facial invalidation of laws that
inhibit the exercise of First Amendment rights if the impermissible
applications of the law are substantial when judged in relation to the
statute’s plainly legitimate sweep.” City of Chicago v. Morales, 527 U.S. 41,
52 (1999). But striking down a statute that also has legitimate applications
because of its potential to punish or chill protected expression is a drastic
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remedy. The Supreme Court has therefore instructed that courts should
employ this remedy “sparingly and only as a last resort.” Broadrick v.
Oklahoma, 413 U.S. 601, 613 (1973); People v. Williams, 235 Ill. 2d 178, 200
(2009) (“Invalidation for overbreadth is strong medicine that is not to be
casually employed.”) (internal quotations omitted)). A statute should be
invalidated as unconstitutionally overbroad only if “a substantial number of
its applications are unconstitutional judged in relation to the statute’s plainly
legitimate sweep,” United States v. Stevens, 559 U.S. 460, 473 (2010); People
v. Minnis, 2016 IL 119563, ¶ 44, and no reasonable limiting construction
would render the statute constitutional, New York v. Ferber, 458 U.S. 747,
769 (1982); Minnis, 2016 IL 119563, ¶ 21. “Substantial overbreadth” requires
a showing of actual or serious potential encroachments on fundamental
rights:
[T]he mere fact that one can conceive of some impermissible
applications of a statute is not sufficient to render it susceptible
to an overbreadth challenge.
*
*
*
[T]here must be a realistic danger that the statute itself will
significantly compromise
recognized First Amendment
protections of parties not before the Court for it to be facially
challenged on overbreadth grounds.
City Council v. Taxpayers for Vincent, 466 U.S. 789, 800B801 (1984) (internal
citations and footnote omitted). The burden of establishing the statute’s
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overbreadth rests on the party challenging it. Virginia v. Hicks, 539 U.S.
113, 122 (2003); Minnis, 2016 IL 119563, ¶ 21.
Review of issues involving the constitutionality of a statute is de novo.
People v. Sharpe, 216 Ill. 2d 481, 486-87 (2005). “A court must construe a
statute so as to affirm its constitutionality, if reasonably possible.” In re
Lakisha M., 227 Ill. 2d 259, 263 (2008); see also People ex rel. Sherman v.
Cryns, 203 Ill. 2d 264, 290-91 (2003); People v. Greco, 204 Ill. 2d 400, 406
(2003); People v. Malchow, 193 Ill. 2d 413, 418 (2000). If a statute’s
“construction is doubtful, the doubt will be resolved in favor of the validity of
the law attacked.” People v. Fisher, 184 Ill. 2d 441, 448 (1998) (internal
quotations omitted).
II.

The First Amendment Does Not Protect the Public Distribution
of Truly Private Facts.
The First Amendment tolerates the regulation of public disclosure of

private information where that information is not of legitimate concern to the
public. The Supreme Court has recognized that there may be “some
categories of speech that have been historically unprotected, but have not yet
been specifically identified or discussed as such.” Stevens, 559 U.S. at 472.
Like the categories already identified by the Court, this would include speech
of “such slight social value as a step to truth that any benefit that may be
derived . . . is clearly outweighed by the social interest in order and morality.”
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Black, 538 U.S. at 358-59. “Before exempting a category of speech from the
normal prohibition on content-based restrictions, . . . the Court must be
presented with persuasive evidence that a novel restriction on content is part
of a long (if heretofore unrecognized) tradition of proscription.” United States
v. Alvarez, 567 U.S. 709, 722 (2012).
Here, history supports the conclusion that States may regulate speech
that invades individual privacy without violating the First Amendment. As
the Supreme Court has recognized, there is “tension between the right which
the First Amendment accords . . . , on the one hand, and the protections
which various statutes and common-law doctrines accord to personal privacy
against the publication of truthful information, on the other.” The Florida
Star v. B.J.F., 491 U.S. 524, 530 (1989). “Thus, the dissemination of nonnewsworthy private facts is not protected by the first amendment.” Gilbert v.
Med. Econ. Co., 665 F.2d 305, 307 (10th Cir. 1981); see also Virgil v. Time,
Inc., 527 F.2d 1122, 1128 (9th Cir. 1975) (“[U]nless it be privileged as
newsworthy . . ., the publicizing of private facts is not protected by the First
Amendment.”).
The Supreme Court has never invalidated a restriction of speech like
the one at issue in this case, which regulated only speech on purely private
matters that protected a private individual from an invasion of privacy or

SUBMITTED - 3727975 - Criminal Appeals, OAG - 1/29/2019 5:03 PM

10

123910

similar harms. Rather, the Court has always reconciled the tension between
the right to privacy and freedom of expression by employing an analysis of
the specific privacy claims and the public interest in the communications at
issue. See, e.g., Time Inc. v. Hill, 385 U.S. 374, 383 n.7 (1967) (declining to
announce categorical rule on whether truthful publication of revelations so
intimate as to shock community’s notions of decency could be constitutionally
proscribed); Cox Broadcasting Corp. v. Cohn, 420 U.S. 469, 491 (1975) (same).
In Florida Star, the Court declined to adopt an across-the-board rule
that a truthful publication may never be punished consistently with the First
Amendment, instead concluding that “the sensitivity and significance of the
interests presented in clashes between First Amendment and privacy rights
counsel relying on limited principles that sweep no more broadly than the
appropriate context of the instant case.” 491 U.S. at 532-33; see also
Bartnicki v. Vopper, 532 U.S. 514, 529 (2001) (same). And in Bartnicki, the
Court recognized that “some intrusions on privacy are more offensive than
others, and that the disclosure of the contents of a private conversation can
be an even greater intrusion on privacy than the interception itself.” 532
U.S. at 533. The Court expressly reserved the question of whether the
government’s interest in protecting privacy is strong enough to justify
regulation of speech when it involved “trade secrets or domestic gossip or
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other information of purely private concern.” Id. See also Snyder v. Phelps,
562 U.S. 443, 452 (2011) (“[W]here matters of purely private significance are
at issue, First Amendment protections are often less rigorous . . . because
restricting speech on purely private matters does not implicate the same
constitutional concerns as limiting speech on matters of public interest[.]”).
The principles that emerge from these decisions are that speech on
matters of private concern that threatens the privacy interests of nonpublic
figures does not enjoy the same degree of First Amendment protection as
speech on matters of public concern or relating to public figures, and that
state laws protecting individual privacy rights have long been established,
and are not necessarily subordinate to the First Amendment’s free speech
protections.
Indeed, a celebrated law review article from 1890 confirms that there
is a well-established tradition in American law allowing the government to
protect individual privacy interests. In the article, future Supreme Court
justice Louis Brandeis and his co-author argued for the development of an
invasion of privacy tort because the then-existent causes of action were
inadequate to protect privacy interests in a changing world. Samuel D.
Warren & Louis D. Brandeis, The Right to Privacy, 4 Harv. L. Rev. 193
(1890). More than a century ago, the authors detailed how
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[r]ecent inventions and business methods call attention to the
next step which must be taken for the protection of the person,
and for securing to the individual what Judge Cooley calls the
right “to be let alone.” Instantaneous photographs and
newspaper enterprise have invaded the sacred precincts of
private and domestic life; and numerous mechanical devices
threaten to make good the prediction that what is whispered in
the closet shall be proclaimed from the housetops. For years
there has been a feeling that the law must afford some remedy
for the unauthorized circulation of portraits of private persons.
Id. at 195 (footnote and quotation omitted). Reviewing common-law
principles and cases of that time, the authors concluded that existing causes
of action had long been used to protect privacy interests but were inadequate
to fully meet that need in a changing world — where, among other things,
“the latest advances in photographic art have rendered it possible to take
pictures surreptitiously.” Id. at 211. The authors recognized that the right to
privacy does not prohibit publication of matters of public interest, so, for
example, publishing that a “modest and retiring individual” has a speech
impediment or cannot spell may be proscribed, but commenting on the same
characteristics in a candidate for Congress could not. See id. at 215.
In the century since this article appeared, several distinct causes of
action have been created to protect the interests of an individual in leading,
to a reasonable extent, “a secluded and private life, free from the prying eyes,
ears and publications of others.” See Restatement (Second) of Torts § 652A,
cmt. b. Most relevant here is the tort of public disclosure of private
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information, which does not run afoul of First Amendment concerns where it
excludes facts that are of legitimate concern to the public. “To state a cause
of action for this tort, the plaintiff must plead and prove that (1) publicity
was given to the disclosure of private facts; (2) the facts were private, and not
public, facts; and (3) the matter made public was such as to be highly
offensive to a reasonable person.” Miller v. Motorola, Inc., 202 Ill. App. 3d
976, 978 (1st Dist. 1990); see also Green v. Chi. Tribune Co., 286 Ill. App. 3d
1, 5 (1st Dist. 1996) (stating claim for public disclosure of private facts
requires pleading that (1) defendant gave publicity (2) to plaintiff’s private,
not public, life; (3) matter publicized was highly offensive to reasonable
person; and (4) matter publicized was not of legitimate public concern).
While the First Amendment bars punishing the publication of truthful
information about matters of public significance, no such obstacle exists
where the information is not of legitimate public concern. See Green, 286 Ill.
App. 3d at 13.
The “revenge porn” statute at issue here closely tracks the public
disclosure tort. Dissemination, or publicity, is an element of the crime, as is
the requirement that the images were intended to remain private. Contrary
to the circuit court’s conclusion, see A18-26, publication and dissemination
have nearly identical definitions. Merriam-Webster’s online dictionary
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defines “to publish” as “to make generally known,” or “to disseminate to the
public.” Publish (2019), (online), available at: https://www.merriamwebster.com/dictionary/publish (accessed Jan. 18, 2019). As the circuit court
pointed out, the tort requires publication to the public at large or to a group
with a special relationship to the plaintiff. C145, citing Miller, 202 Ill. App.
3d at 980-81. Like the authors of the 1890 law review article, we live in an
era in which the traditional causes of action are inadequate to meet the needs
of a changing world and, particularly in light of changes in technology,
dissemination to a single person of a digital image can be viewed as the
equivalent of publishing that image to the public at large. But if necessary to
preserve the constitutionality of the statute, it would not be unreasonable to
construe the statute to similarly require dissemination to the public at large
or to a group with a special relationship to the plaintiff. After all,
dissemination’s dictionary definition is “to spread abroad as though sowing
seed” and “to disperse throughout,” both of which are amenable to an
understanding beyond sharing with a single recipient. Disseminate (2019),
(online), available at: https://www.merriamwebster.com/dictionary/disseminate (accessed Jan. 18, 2019).
Furthermore, the statute deals only with private “sexual images,” the
non-consensual dissemination of which is highly offensive to reasonable
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people. Subsection (c)(4) of the statute, which exempts any dissemination
“that serves a lawful public purpose” from penalty, can reasonably be read to
encompass the exemption for matters of “legitimate public concern” in the
public disclosure tort. See People v. Hernandez, 2016 IL 118672, ¶ 10 (courts
must construe statute to preserve constitutionality where reasonably
possible). In short, because the First Amendment tolerates the tort of public
disclosure of truthful private facts, it similarly tolerates the crime of “revenge
porn.” See People v. Woodrum, 223 Ill. 2d 286, 306 (Ill. 2006) (First
Amendment considerations apply equally to civil and criminal cases).
The broad adoption of invasion of privacy torts across the country, and
the longstanding historical pedigree of laws protecting the privacy of
nonpublic figures with respect to matters of only private interest, distinguish
the well-established type of privacy-protecting law at issue here from the
newly crafted law prohibiting depictions of animal cruelty at issue in Stevens,
for example. See 559 U.S. at 469 (“[W]e are unaware of any similar tradition
excluding depictions of animal cruelty from ‘the freedom of speech’ codified in
the First Amendment[.]”).
III.

Even Under Strict Scrutiny, the Statute Survives Because It Is
Narrowly Tailored to Serve a Compelling Government Interest.
So far, in cases involving a potential clash between the government’s

interest in protecting individual privacy and the First Amendment’s free
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speech protections, the Supreme Court has avoided explicitly identifying
speech about truly private matters as lying beyond First Amendment
protection. It has generally reconciled the tension between free speech and
privacy in favor of free speech in the context of speech about matters of public
interest, while expressly reserving judgment on the proper balance in cases
where the speech involves purely private matters.
If this Court declines to categorically exclude such speech, the same
considerations should carry great weight in its strict scrutiny analysis.
Generally, the First Amendment subjects content-based restrictions on
speech to strict scrutiny. People v. Alexander, 204 Ill. 2d 472, 476 (2003).
Strict scrutiny requires a court to find that the restriction is justified by a
compelling government interest and is narrowly tailored to achieve that
interest. People v. Sanders, 182 Ill. 2d 524, 530 (1998). The revenge porn
statute survives strict scrutiny because it is justified by the compelling
government interest in protecting the health and safety of victims, and
because it is narrowly tailored to achieve that interest.
In Ferber, 458 U.S. at 763, the Court held that content-based
restrictions on child pornography satisfy strict scrutiny because child
pornography is “intrinsically related” to child sexual abuse and states have a
compelling interest in safeguarding the physical and psychological health of
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children. See Alexander, 204 Ill. 2d at 477 (discussing Ferber). And the value
of child pornography is “exceedingly modest, if not de minimis.” Ferber, 458
U.S. at 762. Just so here. As with child pornography, any value of “revenge
porn” is de minimis. See, e.g., State v. Culver, 918 N.W.2d 103, 110-11 (Wis.
Ct. App. 2018) (upholding Wisconsin’s “posting or publishing private
depictions of a person” statute because there is a compelling state interest “in
protecting the privacy of personal images of one’s body that are intended to
be private” and “when purely private matters are the subject at hand, free
speech protections are less rigorous because such matters do not implicate
the same constitutional concerns as limiting matters of public interest”)
(internal quotations omitted).
And the State has a compelling interest in safeguarding the physical
and psychological health of the victims. As the name suggests, so-called
“revenge porn” — the dissemination of private, sexually explicit images of
another without their consent — serves no purpose other than to harm the
victim, and it creates in its victims a pervasive fear of unlawful physical
violence. In a survey of revenge porn victims, 93% said they had “suffered
significant emotional distress.” Mary Anne Franks, Drafting an Effective
“Revenge Porn” Law: A Guide for Legislators (Nov. 2, 2015),
http://www.cybercivilrights.org/guide-to-legislation/ (last visited Jan. 22,
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2019). Another study, by the US Cyber Civil Rights Initiative, found that
80% of victims suffered “severe emotional stress and anxiety.” Clare
McGlynn & Erika Rackley, Image-Based Sexual Abuse, Oxford Journal of
Legal Studies (2017), pp. 1-28 at 12, https://tinyurl.com/ycoj96rw (last visited
Jan. 22, 2019). Eighty-two percent of victims “said they suffered significant
impairment in social, occupational, or other important areas of functioning.”
Franks, supra. Half of all “revenge porn” victims reported being stalked
online or harassed by users who had seen the disseminated material. Id.
Nor is the harm felt solely online. Often the distributed images are
accompanied by identifying information about the victim — “a practice
known as ‘doxing’” — and unsubstantiated allegations about the victim.
McGlynn & Rackley, supra, at 12. Indeed, nearly one-third of victims said
that harassment or stalking extended beyond the Internet. Franks, supra.
And more than half of victims have had suicidal thoughts due to the
dissemination of the sexually explicit images. Id.
Nor is the damage limited to psychological or emotional harm. “The
professional costs to victim-survivors are also potentially severe. Many are
dismissed from their current employment . . . as a result of an online
presence dominated by private sexual images and abuse.” McGlynn &
Rackley, supra, at 12. In the most serious cases, victims suffer significant
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physical harm. In one case, a woman was raped at knifepoint after her exboyfriend posted her photograph and contact information online. Caroline
Black, Ex-marine Jebediah James Stipe Gets 60 Years for Craigslist Rape
Plot, CBS NEWS (June 29, 2010), http://www.cbsnews.com/news/ex-marinejebidiah-james-stipe-gets-60-years-for-craigslist-rape-plot/ (last visited Jan.
22, 2019). Furthermore, nonconsensual pornography can play a role in
domestic violence, with abusive partners using the threat of dissemination to
keep their victims from leaving or reporting the abuse to law enforcement.
Jack Simpson, Revenge Porn: What is it and how widespread is the problem?,
The Independent (July 2, 2014), https://tinyurl.com/y8aze8bs (last visited
Jan. 22, 2019); Annmarie Chiarini, “I was a victim of revenge porn. I don’t
want anyone else to face this,” The Guardian (Nov. 19, 2013),
https://tinyurl.com/nadwv5z (last Jan. 22, 2019).
Sex traffickers and pimps also use the threat of revenge porn to trap
unwilling victims in the sex trade. Ann Bartow, Pornography, Coercion, and
Copyright Law 2.0, 10 Vand. J. Ent. & Tech. L. 799, 818 (2008); Marion
Brooks, The World of Human Trafficking: One Woman’s Story, NBC Chicago
(Feb. 22, 2013), https://tinyurl.com/c76vc4f (last visited Jan. 22, 2019). And
some rapists now record their assaults on the victims, both to inflict
additional pain and humiliation and to discourage the victim from reporting
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the crime. See, e.g., Tara Culp-Ressler, 16 Year-Old’s Rape Goes Viral on
Twitter, Think Progress (July 10, 2014), https://tinyurl.com/qbzc2pk(last
visited Jan. 22, 2019). The State thus has a compelling interest in protecting
victims from the non-consensual dissemination of their private sexual
images.
Moreover, the harm extends beyond the individual victims to society
generally. Revenge porn “sends a message to all women that they are not
equal, that they should not get too comfortable, . . . that it might happen to
them.” McGlynn & Rackley, supra, at 13. When Marines posted more than
130,000 explicit photos of female service members online without their
permission, the message to women in uniform was that they were not equal
to their male colleagues or safe in their professional lives. David Martin,
Secret military site posts explicit images of female service members, CBS News
(Mar. 9, 2018), https://www.cbsnews.com/news/hoes-hoin-website-sharingexplicit-photos-of-marines/ (last visited Jan. 22, 2019). When the conduct is
not adequately deterred by exercise of the People’s police power, “[i]t
legitimates the attitudes of those who might not yet have participated
directly in the abuse but who have similar attitudes towards women, or who
think that the abuse is ‘just a bit of fun’ and that it is therefore acceptable to
disregard the dignity of the individual.” McGlynn & Rackley, supra, at 13-14.
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Perhaps that is why a year after the so-called “Marines United” scandal was
first discovered, a new website was discovered with nearly 300 more explicit
photos of servicewomen. Martin, supra. As former Marine Erin Kirk Cuomo
said, “One year later and not much has changed.” Id.
Nor could the statute be more narrowly tailored and still achieve that
compelling governmental interest. For example, a requirement that the
State prove that the defendant intended to cause distress to his victim would
leave unprotected the many victims who are harmed by perpetrators
motivated by a desire to entertain, to make money, or to gain notoriety.
When it was discovered that members of the Penn State chapter of the Kappa
Delta Rho fraternity had uploaded photos of unconscious, naked women to a
members-only Facebook page, a fraternity brother explained that the conduct
“wasn’t intended to hurt” the victims — indeed, the perpetrators undoubtedly
would have preferred that the victims never learned of their conduct at all —
but rather was intended to be “funny to some extent” to the members. Holly
Otterbein, Member of Penn State’s Kappa Delta Rho Defends Fraternity,
Philadelphia Magazine (Mar. 18, 2015), http://www.phillymag.com/news/2015
/03/18/member-of-penn-states-kappa-delta-rho-defends-fraternity/ (last
visited Jan. 22, 2019). But the perpetrators’ intent in no way diminishes the
harm to the victims, or the State’s interest in protecting them from it.
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Similarly, a heightened mens rea requirement would undermine the
State’s compelling interest in protecting victims from the immense harms
associated with this crime. For example, if the statute required a reckless
disregard for the victim’s intent that the image remain private, as opposed to
mere negligence, it would exempt from criminal liability anyone whose biases
caused him to assume the victim did not care if her images were
disseminated, or indeed anyone who simply acted too impulsively to have
formed a conscious disregard for the likelihood that the victim did not intend
for her images to be disseminated. Therefore, a substantial amount of
conduct relevant to the State’s compelling interest in protecting victims from
this crime could escape prosecution under a recklessness standard, especially
as technology has evolved to enable thoughtless, impulsive, or careless
dissemination of private sexual images. Indeed, the recent amendment to the
Uniform Code of Military Justice addressing nonconsensual pornography
adopts a similar negligence standard. See 18 U.S.C. § 917a(a)(2).
Nor could the statute achieve its goal if it were restricted to offenses by
current or former intimate partners. Friends, co-workers, and strangers can
inflict just as much harm by publicly disseminating private sexual images.
The statute necessarily covers the distribution of images obtained through
hacking or theft, such as the 2014 release of explicit images of female
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celebrities stolen from iCloud accounts. Paul Ferrell, Nude photos of Jennifer
Lawrence and others posted online by alleged hacker, The Guardian (Aug. 31,
2014), https://www.theguardian.com/world/2014/sep/01/nude-photos-ofjennifer-lawrence-and-others-posted-online-by-alleged-hacker (last visited
Jan. 22, 2019). Jennifer Lawrence accurately equated the impact of having
her private sexual images stolen and disseminated to a sex crime. Jennifer
Lawrence Calls Photo Hacking a Sex Crime, Vanity Fair (Nov. 2014),
https://www.vanityfair.com/hollywood/2014/10/jennifer-lawrence-cover (last
visited May 22, 2018). “Revenge porn,” while it resonates with the public, is
a problematic term to describe the criminal conduct in question. It refers to
only a small subset of cases in which private sexual images are disseminated
against the victim’s will, and it focuses on the defendant’s motive rather than
the harm to the victim. McGlynn & Rackley, supra, at 3. That is why some
researchers advocate for a more accurate term, such as “image-based sexual
abuse.” Id. Regardless of its colloquial designation, the statute clearly could
not achieve its goal if it were restricted to dissemination by current or former
intimate partners or cases where the perpetrator intended to cause harm.
In sum, the statute is narrowly tailored to achieve the State’s
compelling interest in protecting victims from the harm associated with the
public dissemination of private sexual images. This is especially so given the
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exceptions listed in subsection (c), which exempt dissemination for criminal
investigations, to report unlawful conduct, where the images involve
voluntary exposure in public or commercial settings, or for lawful public
purposes. Even if one could hypothesize a scenario in which the statute
penalizes speech that is not exempted under subsection (c) without advancing
the State’s compelling interest, that alone would not demonstrate that the
statute is overbroad. While any statute that regulates speech must avoid
constitutional overbreadth, such concerns “must not only be real, but
substantial as well, judged in relation to the statute’s plainly legitimate
sweep.” Broadrick, 413 U.S. at 615. Because the statute serves a compelling
government interest and is narrowly tailored to that interest, it survives
strict scrutiny under the First Amendment.

SUBMITTED - 3727975 - Criminal Appeals, OAG - 1/29/2019 5:03 PM

25

123910

CONCLUSION
This Court should reverse the judgment of the circuit court.

January 29, 2019
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